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1.1

The purpose of this policy is to protect McLaughlin & Harvey’s
assets from all threats, whether internal or external, deliberate or
accidental.

1.2

McLaughlin & Harvey Board of Directors has approved the
Information Security Policy.

1.3

It is the policy of McLaughlin & Harvey to ensure that:
• Information will be protected against unauthorised access;
• Confidentiality of information will be assured;
• Integrity of information will be maintained;
• Regulatory and legislative requirements will be met;
• Information security training will be provided;
• All breaches of information security, actual or suspected will
be reported and investigated;
• Standards will be produced to support the policy;
• Business requirements for the availability for maintaining
the policy and provided advice and guidance on its
implementation;
• All managers are directly responsible for implementing the
policy within their business areas, and for adherence by their
staff; and
• It is the responsibility of each employee to adhere to the
Information Security Policy.
• The Companies information security requirements will be
considered when establishing relationships with suppliers,
to ensure that assets accessible to suppliers are protected.
Supplier activity will be monitored and audited according to
the value of the assets and the associated risks.”

1.4

Objective

1.4.1

The objective of Information Security is to ensure Business
Continuity and minimise damage by preventing and minimising
the impact of security incidents.
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Introduction

Scope
The scope of this Policy is to protect data contained in
Information Security Systems that support construction and
civil engineering projects, include data held in site offices
from unauthorised disclosure, safeguarding the accuracy
and completeness of this information and protecting against
unauthorised modifications.

1.6

Meeting the requirements of legislation such as the General
Data Protection Regulation.
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McLaughlin & Harvey provides Technology Resources to
authorised employees to assist them in performing their job
duties for the company. Each employee has a responsibility
to use the Company’s Technology Resources in a manner that
increases productivity, enhances the Company’s public image
and is respectful to other employees. Failure to follow the
Company’s policies regarding its Technology Resources may
lead to disciplinary measures, up to and including termination
of employment. [Moreover the Company reserves the right to
advise appropriate legal authorities of any violation of law by
an employee].
The IT Department’s advice should be sought when
implementing new and proposed systems, to ensure system
will meet policy requirements before purchase and installation.
The policy applies to all employees of McLaughlin & Harvey,
contractors and visitors and those not employed by McLaughlin
& Harvey but engaged to work with or those who have access
to McLaughlin & Harvey information.

2.3

Legal Requirements

2.3.1

Some aspects of Information Security are governed by legislation:
• Copyright, Designs and Patents Act 1998;
• Computer Misuse Act 1990;
• Freedom of Information Act 2000;
• Human Rights Act 1998;
• Communications Act 2003; and
• Anti-Bribery Act 2010.
• General Data Protection Regulation Act (Regulation (EU)
2016/679);
• Electronic Communications Regulation Act 2003

2.4

Security

2.4.1

McLaughlin & Harvey have installed a variety of programs and
device to ensure the security of the Company’s Technology
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Resources. Any employee found tampering or disabling any of
the Company’s security devices will be subject to discipline up
to and including termination. McLaughlin & Harvey will engage
a third party specialist to routinely review network security.
2.5

System Development

2.5.1

Must comply with the IT Strategy for McLaughlin & Harvey. All
new system developments must include security issues in their
consideration seeking guidance from the IT Manager.

2.6

Confidentiality Agreements

2.6.1

At all times and subsequent to McLaughlin & Harvey’s
employment, staff agree to keep in strictest confidence and
trust data and not to use or disclose such information without
written consent of the Company. Refer to section 1 of the
Contract of Employment for further details. Agency staff and
third party users not already covered by an existing contract
(containing the confidentiality undertaking) are required to sign
a Confidentiality Agreement.

McLaughlin & Harvey

Information Security

Access Control

3

Access Control

11

3.1

Physical Security

3.1.1

All central file servers/network equipment will be located in
secure areas with restricted access.

3.2

Access to Systems

3.2.1

Employees and Contractors should only access systems for
which they are authorised. Under the Computer Misuse Act
(1990) it is a criminal offence to attempt to gain access to
computer information and systems for which access has not
been authorised. All contracts of employment and conditions
of contract for contactor’s access agreements should have a
non-disclosure clause and will be liable to the same level of
confidentiality as McLaughlin & Harvey employees. When
a member of staff leaves the employment of McLaughlin &
Harvey, their account is disabled and any data backed up.

3.2.2

McLaughlin & Harvey will control all external company access
to its systems by enabling/disabling connections for each
approved access requirement.

3.3

User Password Management

3.3.1

A password is confidential authentication information
comprised of a string of characters used to access computer
systems.

3.3.2

The Company’s Technology Resources can be accessed only
by entering a password. Passwords are intended to prevent
unauthorised access to information. Passwords do not confer
any right of privacy upon any employee of the company.
Thus, even though employees may maintain passwords for
accessing Technology Resources, employees must not expect
that any information maintained on Technology Resources
are private. Employees are expected to maintain passwords
as confidential and they must not be used by anyone else
without express authorisation. The giving of an authorised
password to someone unauthorised in order to gain access to
an information system may be a disciplinary offence.
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3.3.3

Passwords must be at least 8 characters in length. They should
be a mix of upper and lowercase and use other characters
such as #@$* etc. Passwords should be changed at least every
60 days. Non-expiring passwords may be set and managed
by IT department in certain circumstances. Inactive stations
automatically invoke a password controlled screensaver,
however, users should logoff or lock PC screens when leaving
them unattended.

3.3.4

No employee should be given access to a live system unless
properly trained.
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4.1

The Company provides authorised employees access to the
Internet and expects employees will use these services in
a responsible way and for business-related purposes only.
Under no circumstances are employees permitted to use the
Company’s Technology Resources to access, download or
contribute to the following:
• Gross, indecent or sexually orientated materials;
• Sports sites;
• Job search sites;
• Entertainment sites;
• Gambling sites;
• Games, humour;
• Illegal drug orientated sites; and
• Politically orientated sites or sites devoted to influencing
the course of legislation of public policy.

4.2

Additionally, employees must be mindful of signing guest
books, subscribing or posting message to internal news groups
or discussion groups at websites. These actions will generate
junk electronic mail and may expose the Company to liability or
unwanted attention.
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5.1

Data should be stored on a network drive or within the
company’s Document Management System. Backup of
data held on local hard drives is the responsibility of the PC
“owner”.

5.2

Data is protected by a clearly defined and controlled backup
procedures. McLaughlin & Harvey operate a cyclical system
whereby several generations of backups are kept.

5.3

Back up tapes are held in a fireproof safe.

5.4

Recovery data should be sufficient to provide an adequate
level of service and recovery time in the event of an emergency
and is regularly tested.
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Virus Control

Disposal should only be arranged through the IT department
who will arrange for disks to be wiped and equipment
disposed to standards.

McLaughlin & Harvey

Information Security

7

Virus Control

20

7.1

McLaughlin & Harvey seeks to minimise the risks of computer
viruses through education, good practise/procedures and antivirus software:
• Ensure your virus checker is up to date;
• NEVER open files or macros attached to an email from an
unknown, suspicious or untrustworthy source. Delete these
attachments immediately;
• Delete SPAM, chain and other junk email without
forwarding; and
• NEVER download files from unknown or suspicious sources.

7.2

Users should report any viruses detected/suspected
immediately to the IT Department.
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Access from Home

IT equipment must always be installed in accordance with
the manufacturer’s specifications. Equipment must always
be installed by, or with the permission of the IT Department.
Where appropriate, locks should be used to secure IT
equipment from threat of theft. IT equipment should never be
left in vehicles.
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Home PC’s can connect via remote apps by doing the
following:
i.
ii.
iii.
iv.
v.

Portable and
Handheld Equipment

Enable Wifi Protected Access Pre-Shared Key (WPA-PSK);
Configure a complex shared secret key;
Change the default SSID name;
Enable and keep up to date – virus checker; and
Change the default router login and password.
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10.1

Equipment must have the appropriate access protection,
passwords, security locks and encryption where required and
must not be left unattended in public places.

10.2

To preserve the integrity of data, devices should regularly be
backed up.

10.3

Users of portable computing equipment are responsible for its
security at all times. The equipment should only be used by
McLaughlin & Harvey staff to which it is issued.
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11.1

McLaughlin & Harvey is aware that employees use electronic
mail and IM for correspondence that is less formal than written
memoranda. Employees must take care however not to let
informality degenerate into improper use. The company
does not tolerate discrimination, victimisation or harassment
based on gender, race, religion, political opinion, age, physical
disability, mental disability, medical conditions, marital status
or sexual orientation. Under no circumstances may employees
use the Company’s email to transmit, receive or store any
information that is discriminatory, harassing or defamatory in
any way. Employees who receive any emails with this content
from any McLaughlin & Harvey employee should report to their
line manager.

11.2

Prohibition against Violating Copyright Laws
Employees must not use the Company’s email system to send
copyrighted material unless the employee has the author’s
permission.

11.3

Confidentiality
Some of the information to which the Company has access
to is business sensitive. Care should be taken sending and
employees should verify email addresses before transmitting.

11.4

Very Large Files
Extremely large files should be sent by means other than email
(Viewpoint or F-Drive).

11.5

Other Prohibited Uses
Employees may not use the Company’s email system for an
illegal purpose, violation of any Company Policy’s or in any way
that discloses confidential or proprietary information of the
Company or third parties, or for personal or pecuniary gain.
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12.1

[Although McLaughlin & Harvey does not wish to examine
information of its employees] on occasion McLaughlin & Harvey
may need to access its electronic email messages or data.
Employees should understand therefore that they have no right
of privacy with respect to any information. All messages sent
and received and all data stored on the Company’s systems are
Company property regardless of content.

12.2

McLaughlin & Harvey monitors all access to the Internet.
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Enforcement
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Any employee found to have violated this policy may be
subject to disciplinary action up to and including termination
of employment. [Moreover, the Company reserves the right to
advise appropriate legal authorities of any violation of law by
an employee].
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IMS Document Reference No:

BO/2+BO/8/1-2297(3)

SHEQ Standards Reference:

BS ISO/IEC 27001:2013/BS EN ISO
9001:2015
8.1 Operational Planning and Control

Document Title:

Group Policy: Information Security

Process Objective:

This document details the Group
Policy in relation to information
security for manual and electronic
information within the organisation.

Process Owner:

Group IT Director
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